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Today’s agenda

◎ The state of privacy literacy in academic library 
instruction

◎ The Digital Shred approach to privacy literacy
◎ Panel Discussion
◎ Participant Discussion
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1. The state of privacy 
literacy in academic 
library instruction
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“While over 75% of the 
respondents feel that libraries 
should play a role in educating 
the general public about 
privacy issues… only 13% 
indicate that their library has 
hosted or organized 
information sessions, lectures, 
or other public events related to 
privacy and surveillance over 
the past five years.”

Zimmer, M. (2014). Librarians’ attitudes regarding 
information and internet privacy. Library Quarterly: 
Information, Community, Policy, 84(2): 123-151 [138].

“While many respondents had 
attended professional 
development events related to 
privacy, 55%, not many worked 
at a library that hosted these 
opportunities for patrons, 19%.”

Tummon, N., & McKinnon, D. (2018). Attitudes and 
practices of Canadian academic librarians regarding 
library and online privacy: A national study. Library and 
Information Science Research, 40(2): 86-97.
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““And, I feel like since there’s kind of like a trust in libraries, like 
libraries should kind of like return that like gesture in a way. Like,    I 
trust the institution of a library. I don’t trust Facebook. So, it’s like 

when you’re on Facebook, you know it’s kind of like the Wild 
West....Yeah, so I feel like the types of data that like a university 

would collect is different, the purpose of it is completely different. 
The implicit kind of feeling that people have towards libraries,    

the library should not betray that trust.”
In their own words: Student perspectives on privacy and library participation in LA initiatives, Jones et al, 2019
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2. The Digital Shred 
approach to privacy 
literacy
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““The problem is that privacy literacy is often understood as the 
ability to use software features, which are provided at the 

frontend of platforms and services, such as, for example, privacy 
settings on Facebook. However, privacy literacy has to be more 
than just ticking boxes in the privacy settings. Privacy literacy 

should comprise the ability to consider involuntary information 
disclosures by other individuals, to be aware of hidden data 

collections in devices of the Internet of Things, to know about 
missing privacy by default settings, and so on.”

Hagendorff, T. (2018). Privacy literacy and its problems. Journal of Information Ethics, 27(2): 127-145.
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PRIVACY LITERACY REDEFINED
A suite of knowledge, behaviors, and critical dispositions 

regarding the information constructs of selfhood, 
expressive activities, and relationships, privacy literacy is 

related to information literacy, and addresses many of the 
metaphysical and social dynamics of information 

(Hartman-Caverly & Chisholm, 2020).
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https://sites.psu.edu/digitalshred/2020/10/01/six-private-is-privacy-conceptual-framework-hartman-caverly-chisholm/


Our guiding principles to privacy literacy

◎ Holistic approach
○ Positive-case, not technosolutionist (Hagendorff, 2018)
○ Privacy is a value system before it is a technology 

(Hartman-Caverly & Chisholm, 2020)
◎ Control paradox (Brandimarte, Acquisti, & Loewenstein, 2012)

○ Focus on context over method - the why, not the how
◎ Listen & learn

○ Participants bring their own experiences, values, & knowledge
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Penn State Berks Privacy Workshop Series

Privacy (FYS)

Digital Leadership

Digital Shred
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Digital Shred Privacy 
Literacy Toolkit
https://sites.psu.edu/digitalshred/ 
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3. Panel 
Discussion
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What are your 
rationales for 
teaching privacy 
literacy?
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What is your 
philosophy about 
privacy literacy 
instruction? 
How do you approach 
it?
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What has been the 
student response 
to privacy literacy 
instruction?  
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What advice would 
you offer a 
librarian who is in 
the early stages of 
privacy literacy 
instruction?  
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How do you 
maintain current 
awareness of 
privacy-related 
issues?
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How have current 
events (i.e. remote 
teaching & learning 
practices, contact 
tracing, protests, etc.) 
influenced or inspired 
your privacy literacy 
teaching approach?
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Where do you see 
privacy literacy 
instruction going 
next? 
What is your sense of 
librarianship’s 
handling of privacy 
literacy? 
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4. Participant 
Discussion
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What opportunities for privacy 
literacy instruction do you see 
in your current IL program?

What barriers do you 
encounter in developing 
privacy literacy programming?

Is there interest in for privacy 
literacy instruction at your 
campus?

What support for privacy 
literacy do you wish you had?
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Recommended Readings
◎ Brandimarte, L., Acquisti, A., and Loewenstein, G. (2012) Misplaced confidences: Privacy and the control 

paradox. Social Psychological and Personality Science 4(3): 
340-347. https://doi.org/10.1177/1948550612455931 

◎ Hagendorff, T. (2018). Privacy literacy and its problems. Journal of Information Ethics, 27(2): 
127-145. https://search.proquest.com/docview/2161594623?pq-origsite=gscholar&fromopenview=true 

◎ Hartman-Caverly, S., & Chisholm, A. (2020). Privacy literacy instruction practices in academic libraries: Past, 
present, and possibilities. IFLA Journal.  https://doi.org/10.1177%2F0340035220956804  [open access]

◎ Pick one of the following Data Doubles options: 
○ Jones, K. M. L., Perry, M. R., Goben, A., Asher, A., Briney, K. A., Robertshaw, M. B., & Salo, D. (2019). In their 

own words: Student perspectives on privacy and library participation in learning analytics initiatives. In 
Recasting the Narrative: The Proceedings of the Annual Meeting of the Association of College and 
Research Libraries, Edited by Dawn M. Mueller, 262–74. 
http://www.ala.org/acrl/sites/ala.org.acrl/files/content/conferences/confsandpreconfs/2019/InT
heirOwnWords.pdf 

○ Salo, D., Perry, M. R., Briney, K. A., & Jones, K. L. M.  (2020, July 27).  Engaging student perspectives in 
library learning analytics [Webinar].  In DLF Privacy and Ethics in Technology Working Group.  
https://youtu.be/j70vHs9uHwA 
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thanks!
ANY

QUESTIONS?
You can find us at:

@Digital_Shred
Alex: aec67@psu.edu 

Sarah: smh767@psu.edu 
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